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Recognizing the problem



Technology Problem
Process Problem
Privacy Problem
Threat Awareness Problem
Security Control Problem
Information Security Problem



What problem does 
cybersecurity solve?









RISK = LIKELIHOOD x IMPACT





Why is cybersecurity 
necessary?









What is NIST?



• The National Institute of Standards and 
Technology (NIST) is a US based non-
regulatory agency

• In Existence since 1901 (formerly 
National Bureau of Standards)

• Information Security and Privacy 
Advisory Board

• Publishes Standards & Frameworks



US Government
50% of American Businesses
Canadian Government - ITSG-33: Risk 

Management (based upon NIST 800-53 Rev 4)
Recommended by Cdn Government for 

public sector
https://cyber.gc.ca/en/path-enterprise-security
Canarie & many Canadian universities

Who uses NIST Frameworks?

https://cyber.gc.ca/en/path-enterprise-security


The Framework for Improving Critical 
Infrastructure Cybersecurity

Ver 1.1

https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf

cyberframework@nist.gov

mailto:cyberframework@nist.gov




Key Framework Attributes
Principles of the Current and Future Versions of Framework
Common and accessible language
• Understandable by many professionals

It’s adaptable to many technologies1.1, lifecycle phases1.1, sectors and uses
• Meant to be customized

It’s risk-based
• A Catalog of cybersecurity outcomes

• Does not provide how or how much cybersecurity is appropriate

It’s meant to be paired
• Take advantage of great pre-existing things

It’s a living document
• Enable best practices to become standard practices for everyone

• Can be updated as technology and threats change

• Evolves faster than regulation and legislation

• Can be updated as stakeholders learn from implementation



Cybersecurity outcomes 
and informative 
references

Enables
communication
of cyber risk across
an organization 

Describes how 
cybersecurity risk is 

managed by an 
organization and

degree the risk 
management

practices
exhibit key 

characteristics

Cybersecurity Framework Components

Aligns industry standards and best practices to the 
Framework Core in an implementation scenario

Supports prioritization and measurement while factoring in 
business needs



IMPLIMENTATION TIERS
Cybersecurity Maturity Model





Core
A Catalog of Cybersecurity Outcomes

Function

What processes and 
assets need 
protection?

Identify • Understandable by 
everyone

• Applies to any type of 
risk management

• Defines the entire 
breadth of 
cybersecurity

• Spans both prevention 
and reaction

What safeguards are 
available? Protect

What techniques can 
identify incidents? Detect

What techniques can 
contain impacts of 

incidents?
Respond

What techniques can 
restore capabilities? Recover



Core
A Catalog of Cybersecurity Outcomes

Function Category

What processes and 
assets need 
protection? Identify

Asset Management
Business Environment
Governance
Risk Assessment
Risk Management Strategy
Supply Chain Risk Management1.1

What safeguards are 
available? Protect

Identity Management, Authentication and 
Access Control1.1

Awareness and Training
Data Security

Information Protection Processes & Procedures

Maintenance
Protective Technology

What techniques can 
identify incidents? Detect

Anomalies and Events
Security Continuous Monitoring
Detection Processes

What techniques can 
contain impacts of 

incidents?
Respond

Response Planning
Communications
Analysis
Mitigation
Improvements

What techniques can 
restore capabilities? Recover

Recovery Planning
Improvements
Communications



Core – Example1.1
Cybersecurity Framework Component



Core – Example1.1
Cybersecurity Framework Component



Core – Example
Cybersecurity Framework Component



Component Version 1.1 Comments
Functions 5
Categories 23 • Added a new category in 

ID.SC – Supply Chain

Subcategories 108 • Added 5 subcategories in 
ID.SC

• Added 2 subcategories in 
PR.AC

• Added 1 subcategory 
each to PR.DS, PR.PT,
RS.AN

• Clarified language in 7 
others

Informative 
References

5



Profile
Customizing Cybersecurity Framework

Identify

Protect

Detect

Respond

Recover

Ways to think about a Profile:
• A customization of the Core for a 

given sector, subsector, or 
organization

• A fusion of mission logic and 
cybersecurity outcomes

• An alignment of cybersecurity requirements with 
operational methodologies

• A basis for assessment and expressing target state
• A decision support tool for cybersecurity risk 

management



Profile Foundational Information
A Profile Can be Created from Three Types of Information

Subcategory
1
2
…

108

Cybersecurity
Requirements

Legislation
Regulation

Internal & External Policy

Technical 
Environment

Threats
Vulnerabilities

1

2 3

Strategic 
Objectives

Objective 1
Objective 2
Objective 3

Operating
Methodologies

Controls Catalogs
Technical Guidance







An Example: NIST in action

If you can’t measure it – you can’t manage it – Peter Drucker
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NIST Cybersecurity Framework: Strategic or High Level Goals

Target Score Policy Score Practice Score
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NIST Cyber Security Framework
Maturity Levels

Target Score Policy Score Practice Score

5 - Optimal
4 - Managed
3 - Defined
2 - Acknowledged
1 - Initial
0 - Non-existent



Standard? – Framework?

If you can’t measure it – you can’t manage it – Peter Drucker



Standards

CIS CSC – Control Standard (Sans Top 20)
COBIT 5 - Control Objectives for Information and Related 
Technology (ISACA)
ISA 62443-2-1:2009 - Security for Industrial Automation and 
Control Systems
ISO/IEC 27001:2013 – Information Security Management 
Standard from ISO
NIST 800-53 Rev 4 – Security & Privacy Controls



Standards

Compliance to a standard is a tool used to 
assess/validate an organizations 
cybersecurity regimen

Frameworks
Framework is a tool that allows an 
organization to focus on outcomes



Relationship Types
Online Informative References

Key
Framework – blue

Reference Document - red



The NIST Cybersecurity Framework is a 
voluntary framework issued by the US 
Department of Commerce which represents 
a collaborative effort between the public 
and private sectors and academia to 
improve management of cybersecurity risk.





canarie.ca | @canarie_inc

jeff.gardiner@computecanada.ca



This webinar will be recorded and archived, 
including all audio. The video will be 
archived on the CANARIE YouTube channel 
and may be promoted through 
CANARIE communication channels.

Any text questions or comments, 
if responded to, will remain anonymous and 
not be part of the recording.

The recorded video will include your voice, if 
audio participation is enabled.

Ce webinaire sera enregistré et archivé, y 
compris tout le matériel audio. La vidéo 
sera conservée sur le canal YouTube de 
CANARIE et pourra être promue au 
moyen des filières de communication 
de CANARIE.
Si on y répond, les questions écrites et 
orales demeureront anonymes et ne 
feront pas partie de l’enregistrement.
Toutefois, si la fonction « participation 
audio » a été activée, le fichier vidéo 
inclura votre voix.

Webinar Recording
Policy

Politique concernant 
l’enregistrement des 
webinaires
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