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Security and Account Defaults:
Creating and Using Your SSH Key
(SSH key logins are required in DAIR)
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Web Login to the DAIR Cloud:

> https://cloud.canarie.ca/login/auth

> Use credentials emailed to you

USERNAME

? PASSWORD

[l REMEMBER ME FORGOT PASSWORD?

LOG IN

CANARIE DAIR Cloud
Le reage de FATIR de CANARIE
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https://cloud.canarie.ca/login/auth

Adding your SSH key to DAIR

canarie Ay Q | Supportw | O TESTY THETESTER -

Operations Provisioning Infrastructure Backups Monitoring Services Administration

ul G L Grows & &3 i)

Dashboard Reports Analytit Budgets Scheduling Approvals Usage

? Hosts

STATUS ":IT' Network

Instructions =) storege
fo r C re a ti n g a = Instances &) Keys & Cer‘rs o L;ii:::fil
key follow. ” Faied

ADD KEY PAIR

Return to this wie )
page to add MY INSTA PUBLIC KEY @

NAME

your key once [3)

aDATv3

created. D

Certain features do not require storage of the private key
MONITORI

PASSPHRASE ‘ '
STATUS SAVE CHANGES

turefkeys-and-certs

canarie.ca | @canarie_inc cangarie




How to Create an SSH Key (Mac or Linux)

On MacOS
* Open aterminal and go to Step 3

On Windows 10

e Add the Linux subsystem for windows
(see https://docs.microsoft.com/en-us/windows/wsl/install-win10)

* Install Ubuntu or CentOS from the app store

* Open Linux command shell window from Start menu

On the command prompt run this command:

$ ssh-keygen -t rsa -m PEM -C ”“your email address”

* Follow the directions and name your Key something memorable

* Add a passphrase if you want a more secure key, just don’t forget it!

4. This will create 2 files; “Name”(private key) and “name.pub”(public key)

Run the “cat” command on each file so you can copy and paste keys into
your key-pair fields (Step 3 on previous slide)
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https://docs.microsoft.com/en-us/windows/wsl/install-win10

How to Create an SSH Key (Win-8.x or earlier)

>Download “Putty” tool, the MSI complete installer, or:

>Download putty.exe and puttygen.exe
e https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

-

Alternative binary files

The installer packages above will provide versions of all of these (except PuTTYtel), but you can download standalone binar
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)

putty.exe (the SSH and Telnet client itself)
4 32-bit: putty.exe orby F (signature)
Package files 64-bit: putty.exe (or by FTP), (signature)

pscp. exe (an SCP client, i.e. command-line secure file copy)
32-bit: pscp.exe {or by FTP) (signature)

6d-hit: pscp.exe {or by FTP) (signature)

You probably want one of these. They include versions of all the PuTTY utilities.

i EEEE PR ion? Read the FAQ entry.)

psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTP)
MSI (*Windows Installer’) 32-bit: psftp.exe (or by FTF) (signature)
32-bit: putty-0.71-installer.msi  FTP) (signature) 64-bit: psitp.exe (or by FTP) (signature)

6d-bit: putty-64bit-0.71-installer.msi Jf |  FTP) (signature) puttytel.exe (a Telnet-only client)
n 32-bit: puttytel.exe {or by FTP) (signature)

(signature) 64-bit: puttytel.exe (or by FTF) (signature)

.tar.gz: putty=0.71.tar.gz

plink.exe (a command-line interface to the PuTTY back ends)
32-bit: plink.exe (or by FTP) (signature)
6d-bit: plink.exe {(or by FTP) (signature)

pageant.exe (an SSH authentication agent for PuTTY, PSCP, PSFTP, and Plink)
32-bit: pageant.exe (or by FTP) (signature)

64-bit: pageant . axe [ (signature)

puttygen.exe (a2 RSA and DSA key generation utility)
32-bit: puttygen.exe  FTF) (signature)
-bit: puttygen.exe |  FTP) (signature)
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https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

Create an SSH Key with Puttygen (Cont’d)

On Windows 8.1 and earlier versions:

> Start Puttygen — Generate and copy public key

5’ PuTTY Key Generator
File Key Conversions Help

Key
Mo key.

Actions
Generate a public/private key pair
Load an existing private key file

Save the generated key

Parameters

Type of keyto generate:
(®)RSA (ODSA (O ECDSA

Mumber of bits in a generated key:

? PuTTY Key Generator
File Key Conversions Help
Key

ase generate some randomness by moving the mouse over the blank arsa. >

Actions

Generate a public/private key pair
Load an existing private key file
Save the generated key

Parameters

N to generate:
Number of bits in a generated key

Generate
Load

Save public key Save private key

ED25513

Load

Save public key Save private key

(OED25518 (O SSH-1(RSA)

E PuTTY Key Generator
File Key Conversions Help

=

Public key for pasting into OpenS5H authorized_keys file:

s TBMEwowe 25 /dQ

Key fingerpri f:37beed 622

Key commer

Key passphr, Delete

Exienrst S < et AR

Actions Right to left Reading order

Generate a Show Unicode control characters

Load an exis Insert Unicode control character > Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate:
(® RSA () DSA () ECDSA

Mumber of bits in a generated key:

(CED25519 (O 55H-1(RSA)

Paste public key in Morpheus

canarie.ca | @canarie_inc
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Create an SSH Key with Puttygen (Cont’d)

> Export your private key...

Desktop » SSH KEYS B BR- KEYS
File Home Share
Type e &« v 4 B > ThisPC 5 Deskiop

No items match your search. ) Name
# Quick ac

B private
M Deskiop

B Pict
I iCig
I Phd Show in Finder

Share on

& Mo
$ Scan s Defender...
I

Share

”j private - Motepad
File Edit Format View Help

B This PC
VtM15zsVq NszbHPhwp‘FglEMKhOQSXLa Dd ERSTﬁf'IENWEZE?dQEﬂPEV(HtPSEb

File narm. - ",",T ¥ 2 BaloU3K3Kdt+k07gHzgoIRIDeVR
_ — FaY5+B5MXKVIhRVQYhn 6QKO0Ud
Save as type: [ All Files (7 HicSIBVvSOXhoCy/GBBS2Tukmy
OK61LQTbdY3ygM5wa IRFQBCXK
zZYWB1cizXq9DGegnxW7jfOngh
7 SMObOgXSbK3DBweABYk jHRwAS Paste
3/GcEnTu/12PQCFz9RcOyUc+6H Delete

BBELG/b@kTL2I3TUZmTa0Lhw
1QUuE+@ajgl/hz41xuYBBmlong Select All
XK1A0GBAPGEDgc1d9hAASsgx.
usxCZepTgGGuNCVEU/RIBCRhD

Show Unicode control characters

L] L]
> Copy private key and paste in =
pBOF9ulzyE1UZXTzcBoldU3pd Insert Unicede control character
naR@WmikKtne3qGgRRG2VolANGH
/C0qiKjVGTDGZBEKOzEHSdFHE SR

qg+1KZ+POHL6k2137+cyD1pPE Reconversion

L]
Morpheus (see Slide 5 Pt
earch with Bing...
LtIViMozCMBeDjYFdbECEYAPSH
EBinIPyJWdXtquwloTro9d5peTa PCJS4UQI'~IkPITF] pxt+Dzzernb2?F 8TQQgWETE]
ouxOmx27Zs2v82HpXzhgqfO9Fp@f1V/htclnnIf/sfpE101ZYYu3R5R3z/Lh69TawX]

4 Hide Folders

Right to left Reading order

canarie
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Create an SSH Key with Puttygen (Cont’d)

E® PuTTY Key Generator ? >
File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

>Save your Private
.o.ra.,cmPSEbuaNoﬁzK%K‘;th?gHzg:J%J%eVR - Key On your |Oca|

Key fingerprint : |55h-rsa 2048 23:51:.d2:0dfaf6:31 f5:.c5b8:88:37 be e 2.6 22

Key comment: |r5a4ce*_.l—2l}1 90709

| Windows machine
Corfirm passphrase: |

s for use in Putty

Generate a public/private key pair

Load an existing private key file
Sawve the generated key

Parameters

Type of key to generate:
(@ RSA () DSA

Mumber of bits in a generated

"]
&

Marne ed

Mo iterns mat

Once complete, return to page 5 for
instructions on entering your key.

File name | MyPrvatekey

Save as types | PuTTY Private Key Files (~.ppk)

~ Hide Folders
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Security and Account Defaults:
Setup Security Groups / Firewalls
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Avoid Getting Hacked!

> Security group rules for SSH connections must not have a CIDR of
0.0.0.0/0

* The CIDR value specifies the allowable source IP address range for
computers connecting to an instance

* All-zeroes allows any computer in the world access and makes your instance
highly vulnerable to attacks

> You must know the public IP address of the computer(s) you
would like to permit access to your VMs in DAIR

* You can determine your IP by searching Google for “what is my IP” on each
machine you want to give access to

* For example, to enable only a single IP address, make the CIDR
aa.bb.cc.dd/32 (where aa.bb.cc.dd is your public IP numeric value)

> Create a new rule for each IP address that you wish to grant SSH
access (see details on next slide)

canarie.ca | @canarie_inc
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Configure/Edit your Firewall Rules

canarie Wy c

100.000% oMS 0% | 55% 19%
Operations Provisioning Infrastructure Backups Logs
STATUS EALTH AVAILABILITY RESPONSE TIME MAX CPU MEMORY STORAGE
3] O 5] <%,
4 (L)
Instances Blueprints Automation Virtual Images Libral v INFO
Group: AWS Cloud: AWS Date Created: 07/22/2019 08:49 AM
4 Running 3 Created By: testy tester Layout: Ubuntu Version: 18.04
—_—— | Cores: 1 Memory: 512.0MiB Total Storage: 10.0GIB
Stopped 1 Price: CAD6.1159 / Month Source Image: ubuntu/images/hv Provision Time: 2 minutes 8 seconds
s-b 04 16 T
INSTANCE COUNT INSTANCE STATUS / 2 2
v VMS
INSTANCES
STATUS NAME TYPE cLouD LOCATION COMPUTE MEMORY STORAGE
H SELECT: GROUP ~ SELECT. TYPE ~ ’7 Yo gé st Ubuntu AWS 99.79.30.140 0 55 19 ACTIONS ~
) Select All
TESTinstancel SSH: 10.1.19.5:22 Group: AWS-Car
2 NETWORK
Version: 16.04 Clouds: AWS-Canada
ubunl irtual Machines: 1
~ - 1 0.0MiB/s 0.0MiB/s 825.0B/s 448.4B/s 684.0B/s 285.7B/s
Click to go to Instance View
INTERFACES PEAK BANDWIDTH AVG BANDWIDTH PEAK RX AVG RX PEAK TX AVG TX
Default Rules
TESTINSTANCE1
v INFO
PRIMARY 1P ADDRESS LABEL TYPE NETWORK DHCP
Description: Managed by Terraform Scoped Cloud: AWS-Canada Source: SYNCED 10.1.0.5 eth0 standard
Clouds:

DAIR-Lab-Tenant-az1 (subnet-03962077afbc540a0)

p— Allows your Instances to talk
to the internet

SECURITY GROUPS

EDIT SECURITY GROUPS

NAME

DESCRIPTION
DIRECTION  SO! DESTINATION  RULETYPE PROTOCOL PORT RANGE

Managed by Terraform

egress Instance Custom ALL

ingress All

Instance Custom

DAIR ACCESS - do not delete 443

ingress

Network: 208.75.74.185/32 Instance

Custom

22 & 5901 Allows Console
to work

Custom 443 & 80 is for agent

Custom updates

DAIR Access - do not delete 22

ingress

Network: 208.75.74.185/32 Instance Custom

RAIR Access - do not delete 5901

ingress

Network: 208.75.74.185/32 Instance

&S - 0 not delete 80 ingress

Network: 208.75.74.185/32 Instance
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To Add a Firewall Rule

RULE

NEmE YDUF RUIE x Tenant 55H Access
DIRECTIONE |ingress
RULE TYPE .|:l_l‘;i|.\'_1'r'| Rule

proTocoLl tce
Range #-#

PORT RAMGEN | 22

Other Options URCE TYPE network

SOURCEN | 242 334.123.23732

/32 after IP allows

MATION TYPER | instance

only source IP access

(not a range of IPs) prm—
| SAVE CHANGES |
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Security and Account Defaults:
Creating Default Accounts for Your VMs
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Configure Your Tenant Account
This must be done before deploying an instance

Operations Provisioning

Infrastructure

Backups

QUIT IMPERSONATING

d B 9

Dashboard Reports Analytics

STATUS

= Instances

0.2%

2 Instances

MY INSTANCES

IP/PORT
99.79.90.103:10;

99.79.90.103:10f

MONITORING

100.000%

STATUS AVAILABILITY

LOGS TODAY -

Q | Supportv | OTESTYTHETESTERv o

USER SETTINGS e
Services

canane 4

Operations

Provisioning Infrastructure

Backups Monitering

Q | Supports | OTESTYTH[TESTER-

Services

€

User Photo

User Settings

Username

First Name

Last Name

Email

Password

Confirm

Suggested Photo Dimensions:
128x128

TESTY

THETESTER

dairadmin@canarie.ca

Receive Notifications

Preferences

Default Group

Default Cloud

AWS-Canada

AWS-Canada

Linux Settings

Username

Password

Confirm

SSH Key

testy

Windows Settings

Username

Password

Confirm

AP| ACCESS

Set default user ID, password and SSH
key which will be used for any new Linux
instance you create under your account

Create a user ID and password on any
new Windows instance created

canarie.ca | @canarie_inc
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Configure Your Tenant Account for successful

Provisioning
canarie

QOperations Provisioning

Infrastructure Backups Monitoring

Services

Support~ | O TESTY THETESTER ~

Administration

PROVISIONING SETTINGS

SETTINGS

Provisioning Settings

Deployment Archive Store

Cloud-Init Settings

Username

Password

m Settings

Adminstrator Password

R )

Buckets can be configured and managed in the Infrastructure Storage section.

ttester

PXE Boot Settings

Default Root Password

App Blueprint Settings

Default Blueprint Type

Morpheus

E=o

4y Roles
S
Ak, Users

3 Integrations

oG

©> Backups -

l@ Monitoring
Successful

£ Backups
Failed o

Set Administrator
Password for
Windows here!

TSample
Efully been created.

ttester

1 [deleted]
essfully been deleted by 'DAIR-Testing-

LOGS TODAY -
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The Basics:
Creating an Instance or Virtual Machine (VM)
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Creating your First Instance

canarie Wy

Q | Supports | O TESTY THETESTER ~

Operations 1 Infrastructure Backups Logs Monitoring Services Administration
af CErox) @ 0 & 2 |
Dashboard R =:§:§ Apps s Guidance Budgets Scheduling Approvals. Usage
p—— ] Blueprints canarie A Q | Support- | O TESTY THETESTER ~
[/ Automation
= Instances Operations Provisioning Infrastructure Backups Logs Monitoring Services Administration
Virtual Images
[=]e]e] (— sl f"\ Y
(Il Library I:E 388 L] EI [ (i =/ ]
0.2% Instances Apps Blueprints Automation Virtual Images Library Migrations Deployments

3 Instal ) Migrations

@ Deployments

MY INSTANCES
INSTANCE COUNT

INSTANCES

Select All

Running 3
0% 0% 17%
Stopped 0
INSTANCE STATUS MAX CPU STORAGE MEMORY
SELECT: GROUP = SELECT: TYPE ~ ‘:'_“"| > (=) >
— L

+ ADD '

canarie.ca | @canarie_inc
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Creating an Instance: Platform and Cloud
New instances may be provisioned based on OS type.

CREATE INSTANCE X

GROUP CONFIGURE AUTOMATION REVIEW

y ¢ TECHNOLOGY ~

CENTOS

‘55 CentoSs A popular Linux flavor operating system. Easily provision CentOS vms for
various engines including Docker.

Choose your
Platform DEBIAN

DOCKER

An open platform for distributed applications for developers and
sysadmins. Deploy any container from any docker registry.

UBUNTU
Ubuntu images

WINDOWS

Windows Server

CREATE INSTANCE D

CONFIGURE AUTOMATION REVIEW

Instance Summary

+ AWS-Canada
DAIR-ATIR GPUs

Choose your Group
CLOUD AWS-Canada x

name (e = >

ENVIRONMENT TAG Select: Environment

TAGS

| —
PREVIOUS NEXT | ﬁ
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GPU Specific Details

CREATE INSTANCE A

CONFIGURE AUTOMATION REVIEW

Instance Summary
AWS-Canada
Azure Canada
GROUE X

L3

CLOUD DAIR-ATIR GPUs o

ENVIRONMENT TAG  Select: Environment

CREATE INSTANCE

AUTOMATION REVIEW

PREVIOUS NEXT I
Configuration Options

Select OS VERSION 1604
Versions LAYOUT  Ubuntu

PLAN  glvgpu

WOLUMES

You Will see NETWORKS | default
resources with ALWAYS SET VOLUMES TO LOCAL! )

your tenant name AVAILABILITY ZONE  nova

for these SECURITY GRGU

SERVER GROUP (AFFINITY)  Select

Select if you want FLOATING IP  public
an Public IP
(Internet)

xpose Ports Add Port

» User Config

» DNS Options

» Advanced Options

» Metadata

Environment
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Creating a Windows Instance:

Provision configuration options for your instance.

AUTOMATION REVIEW

Configuration Options

Select OS Versions LAYOUT | Windows

PLAN mazon T2 Small - 1 Core, 2G8 Memory >
Select Plan °

Notice: price changes: RESOURCE POOL

VOLUMES  root 20

You will see resources For Azure you can create or select
with your tenant name NETWOHKSGA\H—H:S!—\tNANT—azl (subnct-05a v))HCP

an availability set for an instnace
for these
SECURITY GROUPS
Select if you want an PUBLIC IP

Public IP (Internet)

AVAILABILITY SET = No Availability Set

ASSIGN PUBLIC IP
Create security rules v Expose Ports ( Add Port ] |

to open ports for your
instance.

User Config

DNS Options
Advanced Options
Metadata

Environment

PREVIOUS NEXT
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Creating a Windows Instance:

Some advanced configuration options:

REVIEW

Deployment
Scale
Backups

Lifecycle

PREVIOUS NEXT

> REVleW and Comp|Ete == WINTest1

AWS-Canada [AWS-Canadal

Summary

INSTANCE OPTIONS VOLUMES
NAME: WINTest1 root: 40 GB gp2
GROUP: AWS-Canada

CLOUD: AwWS-Canada
TYPE: Windows gil;;TES‘I’-TENANT—aﬂ (subnet-05ab76cf9b0dBe91a) :

NETWORKS

PLAN: Amazon T2 Medium - 2 Core, 4GB Memory

VERSION: 2016
LAYOUT: Windows
PRICE: CAD66.0251 / Month

» Options

PREVIOUS COMPLETE
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Creating a Windows Instance:

canarie \Jy Q | Support~ | O TESTY THETESTER ~
Operations Provisioning Infrastructure Backups Logs Monitoring Services Administration
[aTsTs] — = ol oy [Ch
[H 888 ] & ey I ) B
Instances Apps Blueprints Automation Virtual Images Library Migrations Deployments

1 Running 0
0% 0% 0%
Stopped 1
INSTANCE COUNT INSTANCE STATUS MAX CPU STORAGE MEMORY
INSTANCES
B SELECT: GROUP - SELECT: TYPE - |E| > 1 ¢ [:} CTED §§§ ff;:Ei' {{Iul /
[ Select All
1 WINTest1 Version: 2016 Group: AWS-Canada
Wirtual Machines: 1 Clouds: AWS-Canada o 0 o
s °
. . STATUS  HEALTH  MAXCPU MEMORY  STORAGE
Click to go to Instance View
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[ ] [ ]
reating a Indows Instance:
[ J
Created By: TESTY THETESTER Layout: Windows Version: 2016
Cores: 2 Memory: 4.0GiB Total Storage: 40.0GiB

Price: CADB6.0251 [/ Maonth Source Image: Windows Serw 01¢ Provision Time: 1 hour 46 minutes
. - RDP to this IP using Microsoft Remote

Desktop Using the admin password or
the user account you setup.

S5TATUS NAME TYPE CLOuUD COMPUTE MEMORY STORAGE

Windows AWS-Canada 99.79.166.107 i} 20 48 ACTION

C o

(Connected) Paste Text Here

Networks

=) Network 2

Do you want to allow your PC to be
discoverable by other PCs and devices
on this network?

We recommend allowing this on your

home and work networks, but not
public ones.
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Creating a Linux Instance:
> Provision configuration options for your instance.

CREATE INSTANCE X

AUTOMATION REVIEW

Configuration Options

Select OS Versi LAYOUT  Ubuntu

PLAN  Amazon T2 Medium - 2 Core, 4GB Memory ,
e

Select Plan

Notice: price changes: resounce pooL (Quntesrreunr )

VOLUMES  root 40
You will see resources l

with your tenant name NETWORKIE | DAIR-TESTTENANT-az1 (subnet-05a ’DHCP
for these

Select if you want an PUBLIC 'F’m

Public IP (Internet)

For Azure you can create or select
an availability set for an instnace

AVAILABILITY SET = No Availability Set

ASSIGN PUBLIC IP
Create security rules ¥ Expose Ports (Add Port ) |

to open ports for your
instance.

User Config

DNS Options
Advanced Options
Metadata

Environment

PREVIOUS. NEXT |
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Creating a Linux Instance:
Some advanced configuration options:

REVIEW

Deployment
Scale
Backups

Lifecycle

PREVIOUS NEXT

CREATE INSTANCE

Ts\thiaind TESTinstancel
AWS-Canada (AWS-Canada)

Summary

> Review and Complete

INSTANCE OPTIONS VOLUMES

NAME: TESTinstancel root: 40 GB gp2
GROUP: AWS-Canada

CLOUD: AWS-Canada
TYPE: UBUNTU g.:l;—)TEST—TENANT—aﬂ (subnet-06ab76cf9b0dBe9a) :

NETWORKS

PLAN: Amazon T2 Medium - 2 Core, 4GB Memory

VERSION: 16.04
LAYOUT: Ubuntu
PRICE: CADS50.1711 / Month

» Options

PREVIOUS COMPLETE '
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Creating a Linux Instance:

canarie e Q | Support~ | O TESTY THETESTER ~

Operations Provisioning Infrastructure Backups Monitoring Services Administration

= O [l 5 [ © [}

Instances Blueprints Automation Virtual Images Library Migrations Deployments

Running
0% 0% 12%

Stopped

INSTANCE COUNT INSTAMCE STATUS MAX CPU STORAGE MEMORY

INSTANCES

n SELECT: GROUP « SELECT. TYPE « :,1.,;(|

1 TESTinstancel 55H: 10.1.19.5:22 Group: AWS-Canada
Version: 16.04 Clouds: AWS-Canada P-) 0 0 0

® ' —
ubuntu Virtual Machines: 1 STATUS HEALTH  MAXCPU  MEMORY  STORAGE

Click to go to Instance View

canare s © 2019 MORPHEUS DATA, LLC. ALL RIGHTS RESERVED — V. 3.6.2
|
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Creating a Linux Instance:

canare

Operations

Provisioning

Infrastructure Backups Logs

Monitoring

Q | Support- | O TESTY THETESTER ~

Services Administration

[E‘ Instances

232 Apps

TESTinstance1

@ TESTinstancel

Plan: Amazon T2 Medium - 2 Core,

STATUS HEALTH

ubuntu®

STATUS NAME

TESTinstance!

DESCRIPTION

Provision

Prepare Resources

Finalize

Virtual Images m Library

|i| Blueprints E] Automation

4GB Memory

100.000% oMs

LAST BACKUP AVAILABILITY RESPONSE TIME

Group: AWS-Canada Cloud: AwS-Canada

Created By: TESTY THETESTER Layout: Ubuntu

Cores: 2 Memory: 4.0GiB

Price: CAD50.1711 / Month Source Image: Morpheus Ubuntu 16.04.3

vz

TYPE CLouD LOCATION

Ubuntu 16.04 AWS-Canada 35.183.53.3:22 =

CREATED BY START DATE ETA/DURATION

TESTY THETESTER 06/05/2019 02:45 PM 00:02:22

06/05/2019 02:45 PM 00:00:33

06/05/2012 02:46 PM 00:01:49

Migrations B Deployments

EDIT ACTIONS ~ DELETE

7% 4%

MEMORY STORAGE

Date Created: 06/05/2019 02:45 PM
Version: 16.04
Total Storage: 40.0GiB

Provision Time: 2 minutes 23 seconds

COMPUTE MEMORY STORAGE

ACTIONS =

l HISTORY I '

STATUS

ERROR

Complete

Login to
instance

Complete

Complete

canarie.ca | @canarie_inc
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The Basics:
Logging into an Instance
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Login to Your Linux Instance - Option |

> Use the built-in console (web browser)
>You are auto logged in with the account you setup

If you are prompted for a
login in the console tab,
you have not properly
provisioned your account
settings. See Pages 16-17.

(Connected)

Welcome to Ubuntu 16.04.5 LTS (GNU/Linux 4.4.0-1067-aws x86 64)
* Documentation: https://help.ubuntu.com

* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/advantage

Get cloud support with Ubuntu Advantage Cloud Guest:
http://www.ubuntu.com/business/services/cloud

78 packages can be updated.
© updates are security updates.
*** System restart required ***
he programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the

individual files in /fusr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

ttester@testinstancel:~$ I
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Login to Your Linux Instance - Option 2

> Use your SSH client application

>Mac & Windows (with Linux subsystem)
ssh —-i /pathtoyourkey/yourkey username@XXX.XXX.XXX.XXX

>Your IP is listed O TESTinstancef
under “Location”

100.000% N/A % o 6%

STATUS {EAL AST BACKUP AVAILABILITY RESPONSE TIME STORAGE

Group: AWS-Canada Cloud: AWS-Canada Date Created: 06/05/2019 02:45 PM

Created By: TESTY THETESTER Layout: Ubuntu :
Cores: 2 Memory: 4.0GIB Total Storage: 40.0GIB

Price: CAD49.0993 / Month Source Image: Morpheus Ubuntu 16.04.3 Provision Time: 2 minutes 23 seconds

STATUS  NAME TYPE LOCATION COMPUTE MEMORY STORAGE

TESTinstance Ubuntu 16.04 35.183.53.3:22 « 0 14 6 ACTIONS ~

(Connected)

Welcome to Ubuntu 16.04.5 LTS (GNU/Linux 4.4.0-1067-aws x86_64)
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Login to Your Linux Instance - Option 3

On your Windows machine:

> Locate and run putty.exe (previously installed, see
Slide-7)

> Use the IP (see previous slide) and Username you
defined in your Morpheus default user settings
(see Slide-16) to create a new “putty” session as
shown in the following slides.

canarie W



Login to Your Linux Instance - Option

#2 PuTTY Configuration ? *

Features Basic options for your PuTTY session

-
- Window Specify the destination you want to connect to
- Appearance

. Behaviour Host Name (or IP address Port

. Translation ‘ usemame@35.54. 22 o s 22

- Selection Connection type:

i - Colours ORaw O Telnet O Rlogin ®S5H O Serial
- Connection
.. Data

.. Proxy Saved Sessions

... Telnet @ PuTTY Cenfiguration
... Blogin
-SSH ) =
Rex P Options controling SSH authentication

- Host keys

Load, save or delete a stored session

- Appearance Display pre-authentication banner (SSH-2 only)
- Behaviour [] Bypass authentication entirely (S5H-2 only)

Transltation Authentication methods
X1 - Selection

Tunnel . Colours Attempt authentication using Pageant

- Tunnels ;

- Bugs |- Connection [ Attempt TIS or CryptoCard auth (SSH-1)

- More bugs - Data Atempt “keyboard-interactive” auth (S5H-2)

.. Proxy o
- Telnet Authentication parameters

.. Rlogin [ Mllow agert forwarding
- S5H [] Allow attempted changes of usemame in S5H-2
Private key file for authentication:

| | Browse...

PuTTY Private Key...

File name:
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Login to Your Linux Instance - Option 3

ﬁ PuTTY Configuration ﬁ PuTTY Configuration

Cateqony:
s3I0 ions controlling authentication
i Opti ntroling 55H authenticati
- Logaing : )
= Teminal Display pre-authentication banner (S5H-2 only) Specify the destination you want to connect to

i . = Terminal
- Keyboard [] Bypass authentication ertirsly (SSH-2 only) = Tm}ézbnard Host Name (or IP address) Port

-+ Bel Authentication methods - Bell |usemame@35.54.22m | |22
- Features F Connecti :
& Window Attempt authertication using Pageart - Features onnection type:

. Appearance [] Attempt TIS or CryptoCard auth (SSH-1) E- Window ORaw  OTeet ORogn @SSH O Seria

.. Behaviour Attempt "keyboardinteractive” auth (SSH-2) - Appearance

Translati - Behaviour _
ransiaton Authentication parameters - Translation amrgd S

- Selection ;
[ ] Allow agent forwarding - Selection _1 2 ]

- Colours
-Connection [] &llow attempted changes of usemame in 55H-2 __ ;;:::;;r; Default Settings
- Private key file for authentication:

|\\Mac\Home'Desktop\SSH KEYS\MyP| f Browse. . |

Cateqony:

Basic options for your PuTTY session

Load, save or delete a stored session

Close window on exit:

(O Aways (O MNever  (® Only on clean exit

Open
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Login to Your Linux Instance - Option 3

> CIiCk ”SGSSion” ,i;i"?..Pu'lT"l'Canﬁguratinn

Categary:

> E nte r a Hsave d : . | Basic options for your PuTTY session

— Specify the destination you want to connect to

H ” 3. i
Session™ name e Host Name or P adres) Por

.. Bel |uburtu@208.75.7X.YY] [22

. o n - Features Connection type:
> CIICk Save 5l Window " Raw  Telnet © Rlogin ™ SSH  Serial

- Appearance
— Load, save or delete a stored session

> Finally “Open” to - Behaiour Saved Session
start an SSH session - Seecton _

|:|:.|.:|!_|r5 Default Settings
- Connection Alberta Login

to your server " Deta Dair aberta

v F‘I‘ml’
- Telnet

- Rlogin
+- 55H
- Serial

Close window on exit:
" Mways © MNever  Onlyon clean exit

—
' N
‘w
[ 4
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The Basics:

Secure VNC to XWindows for Linux GPU
Based Instances
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Login: VNC to XWindows (MAC or Linux)

>Setup an SSH tunnel to your instance

https://github.com/apenwarr/sshuttle

> (SX process
> Change uname to your username

ssh -1 ~/yourkey -p 22 uname@208.75.7x.xxx -L 5901:127.0.0.1:5901 sleep 2h

>This terminal will be unusable until you terminate
the tunnel
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Login: VNC to XWindows (MAC or Linux)

>Use the username
and password you
set up in the
Morpheus account
setup

> Install TurboVNC

>Run TurboVNC
viewer

>Connect as
illustrated

ssh-I /{downloadsDirectory}/{Keypair} .pem
Ubuntu@208.75.7x.yy

sudo passwd ubuntu
New Password:
Re-enter New Password:

https://sourceforge.net/projects/turbovnc/files/

O New TurboWNC Connection

U0 WNC ©1127.0.0.1:5901 |
1‘fh": SEerver: 0.0.1: d

About... Options... Connect Cancel

canarie.ca | @canarie_inc
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Login: VNC to XWindows (MAC or Linux)

> Login to XWindows

Unix Login Authentication [UnixLogin]
> Enter username and User name: | centos
the password you just
setup for Ubuntu or
CentOS

>You are logged into
XWindows

> Select use default
config

Password: sEEEEEEE

>You nhow have access
to XWindows and can
run GPU GUI

applications
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Login: VNC to XWindows (Windows)

% PuTTY Configuration

> Locate and run Category

E\S_ession Basic options for your PuTTY session

. Logging ) -
p u tty. exe S Terminal Specify the destination you want to connect to

-Keyboard H 855) Port

> See Slide-7 if putty is Bl e 2087575 102 D 2]

[=IWindow Connection type:

not insta I Ied Appearance ORaw O Telnet O Riogin @ ssH () Serial

Behaviour
-Translation

>Load your previous Soh Tumel 10 6P

Load, save or delete a stored session

Colours

saved Putty session i

> Edit Hostname to g

match your IP e

F+HAuth Close window on exit:

;:T O Aways (O Never  (® Only on clean exit

-Tunnels
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Login: VNC to XWindows (Windows)

% PuTTY Configuration

> Click “SSH” et
I C Keyboard Options controlling SSH connections

- Bell
- Features

> E n a b I e CO m p re SS i O n [=IWindow ‘Remote command:

Data to send to the server

Appearance
- Behaviour

~Translation Protocol options

> Set SSH Protocol Version to | sescio ] bon' tart = shllor command atal

Colours

{H~n7n =lConnection [~| Enable compression
2 ~Data Preferred SSH protocol version:
- Proxy Odonly O+ O 2 only

Telnet

Sharing an SSH connection between PuTTY tools

@m |:| Share SSH connections if possible

—

Permitted roles in a shared connection:
Cipher

+lAuth
~TTY Downstream (connecting to the upstream PuTTY)

Tunnels
Bugs
~More bugs
- Serial

Upstream (connecting to the real server)
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Login: VNC to XWindows (Windows)

>Q0pen “SSH”
> Click “Tunnels”

>Set up new forwarding
port as seen here

> Click “Add”

% PuTTY Configuration
Category:

~Keyboard
Bell
Features

| [[=IWindow

~Appearance
Behaviour

- Translation
- Selection
-Colours

] [=IConnection

~Data

- Proxy

Telnet

Rlogin

€%

KBX

Cipher

[+ Auth

p=
Tunnels
N~

-More bugs
- Serial

About

Options controlling SSH port forwarding

Port forwarding
|:| Local ports accept connections from other hosts
|:| Remote ports do the same (SSH-2 only)

Forwarded ports: Remove

Add new forwarded por

Source port

Destination

@ Local
@ Auto
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Login: VNC to XWindows (Windows)

> Click “Session”

> Enter a “Saved
Session” name

> Click “Save”

> Finally, “Open” to
start SSH session
with an established
tunnel for Secure
VNC access

iX, PuTTY Configuration

Categary:

[=1- Teminal

- Keyboard
- Eell

- Features
=1 Window

- Appearance
- Behawviour
- Translation
- Selection
- Colours

- Connection

- Digta

- Proxy

- Telnet

- Rlogin

+- 55H

- Serial

| Basic options for your PuTTY session

— Specify the destination you want to connect to
Host Mame [or IP address)
|uburtu@208.75.7X.YY]

Connection type:
" Raw ¢ Telnet ¢ Rlogin ™ SSH  Seral

— Load, save or delete a stored session
Saved Sessions

__ >
Default Settings

Alberta Login
Diair_alberta

Close window on exit:
" Mways © MNever  Onlyon clean exit
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Login: VNC to XWindows (Windows)

>From the putty

terminal sudo passwd ubuntu
New Password:

> Add password to Re-enter New Password:
ubuntu user

> For CentOS, use

“CentOS” instead of _
“Ubuntu” Turbo VNC download location:

> Install TurboVNC
>Run TurboVNC

viewer .
O New TurboVNC Connection

>Connect as TURBO _
Illustrated m VYNC server:  127.0.0.1:5901 _"I"

About... Options... Connect Cancel

https://sourceforge.net/projects/turbovnc/files/
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Login: VNC to XWindows (Windows)

> Login to XWindows

Unix Login Authentication [UnixLogin]

> Enter username and the el ccntos
password you just setup
for Ubuntu or CentOS

> You are logged into
XWindows.

> Select “Use default config”

Password: sEEEEEEE

eoe
HR A5G ofRma W

> You now have access to
XWindows and can run
GPU GUI applications.
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The Basics:
Creating User Accounts
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Create a User Account on Your LinuxVM

Connect to your Linux instance using SSH:
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstancesLinux.html

Use the adduser command to add a new user account to an EC2 instance (replace new_user with the new account
name). The following example creates an associated group, home directory, and an entry in the /etc/passwd file of
the instance:

$ sudo adduser new_user

Note: If you add the new_user to an Ubuntu instance, include the —disabled-password option to avoid adding a password to
the new account:

$ sudo adduser —disabled-password new_user

Change the security context to the new_user account so that folders and files you create will have the correct permissions:

$ sudo su - new_user

Note: When you run the sudo su - new_user command, the name at the top of the command shell prompt changes to reflect
the new user account context of your shell session.

Create a .ssh directory in the new_user home directory:
S mkdir .ssh

Use the chmod command to change the .ssh directory’s permissions to 700. Changing the permissions restricts access so that
only the new_user can read, write, or open the .ssh directory.
$ chmod 700 .ssh

Use the touch command to create the authorized_keys file in the .ssh directory:
$ touch .ssh/authorized keys

Use the chmod command to change the .ssh/authorized_keys file permissions to 600. Changing the file permissions restricts
read or write access to the new_user.
$ chmod 600 .ssh/authorized keys

open their public key in a text editor and edit with vi or other Linux text edit and insert the private key then save the file.
$ vi .ssh/authorized keys
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Advanced Topics:
Morpheus Command Line
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Using Morpheus CLI Commands

> Anything you perform through the Dashboard may be
performed through CLI commands or the Morpheus API

>Documentation can be found here:
e CLI:

— https://docs.morpheusdata.com/en/3.6.2/cli/gettingStarted.htm|

* API:

— https://docs.morpheusdata.com/en/3.6.2/api/intro.html
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