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Security and Account Defaults:
Creating and Using Your SSH Key
(SSH key logins are required in DAIR)
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Web Login to the DAIR Cloud.:

> https://cloud.canarie.ca/login/auth
> Use credentials emailed to you

USERNAME

? PASSWORD

[l REMEMBER ME FORGOT PASSWORD?

LOG IN

CANARIE DAIR Cloud
Le reage de FATIR de CANARIE
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Adding your SSH key to DAIR
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How to Create an SSH Key (Mac or Linux)

On MacOS
A Open a terminal and go to Step 3

On Windows 10

A Add the Linux subsystem for windows
(seehttps://docs.microsoft.com/etus/windows/wsl/instalwvin10)

A Install Ubuntu or CentOS from the app store
A Open Linux command shell window from Start menu

On the command prompt run this command:
$ ssh-keygen -t rsa -mPEM-C oyour email addresso

A Follow the directions and name your Key something memorable

AT RR | LI A4LIKN}IasS AF e2dz ¢glyid | Y2NB
¢CKAA gAff ONBFIOGOS H FTAESAT dbl YSE
wdzy (GKS GOFd¢é¢ O2YYlFIYR 2y Sl OK TFAf
your keypair fields (Step 3 on previous slide)
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https://docs.microsoft.com/en-us/windows/wsl/install-win10

How to Create an SSH Key (Win -8.x or earlier)

Vd
[

>552gyf2FR atdzideeg G22f 2

>Downloadputty.exeand puttygen.exe
A https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

Alternative binary files

The installer packages above will provide versions of all of these (except PuTTYtel), but you can download standalone binar
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)

putty.exe (the SSH and Telnet client itself)
4 32-bit: putty.exe or by FTP) (signature)

Package files 64-bit: putty.exe (or by FTP), (signature)

pscp. exe (an SCP client, i.e. command-line secure file copy)

r Dy

FTP) (signature)

FTF) (signature)

32-bit: pscp.axe i
r by

You probably want one of these. They include versions of all the PuTTY utilities. )
64-bit: pscp.exe

e fapedilei Bagpatidaln jon? Read the FAQ entry.) psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTP)

MSI (*Windows Installer’) 32-bit: psftp.exe (or by FTF) (signature)
32-bit: putty-0.71-installer.msi ' F (signature) 64-bit: psftp.exe (or by FTP) (signature)

64-bit: putty-64bit-0.71-installer.msi 4 (or by FTP) (signature) puttytel.exe (a Telnet-only client)
n 32-bit: puttytel.exe [  FTP) (signature)

(signature) 64-bit: puttytel.exe (or by FTF) (signature)

.tar.gz: putty=0.71.tar.gz

plink.exe (a command-line interface to the PuTTY back ends)
32-bit: plink.exe orby F (signature)
6d-bit: plink.exe [ v EFTP) (signature)

pageant.exe (an SSH authentication agent for PuTTY, PSCP, PSFTP, and Plink)
32-bit: pageant.exe (or by FTP) (signature)
64-bit: pageant.exe (or by FTP) (signature)

puttygen.exe (a2 RSA and DSA key generation utility)
32-bit: puttygen.exe  FTF) (signature)
-bit: puttygen.exe |  FTP) (signature)
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https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

Create an SSH Key with Puttygen ( Co nt

On Windows 8.1 and earlier versions:
>StartPuttygenc Generate and copy public key

5’ PuTTY Key Generator
File Key Conversions Help

Key
Mo key.

Actions
Generate a public/private key pair
Load an existing private key file

Save the generated key

Parameters

Type of keyto generate:
(®)RSA (ODSA (O ECDSA

Mumber of bits in a generated key:

? PuTTY Key Generator
File Key Conversions Help
Key

ase generate some randomness by moving the mouse over the blank arsa. >

Actions

Generate a public/private key pair
Load an existing private key file
Save the generated key

Parameters

N to generate:
Number of bits in a generated key

Generate
Load

Save public key Save private key

ED25513

Load

Save public key Save private key

(OED25518 (O SSH-1(RSA)

E PuTTY Key Generator
File Key Conversions Help

=

Public key for pasting into OpenS5H authorized_keys file:

s TBMEwowe 25 /dQ

Key fingerpri f:37beed 622

Key commer

Key passphr, Delete

Exienrst S < et AR

Actions Right to left Reading order

Generate a Show Unicode control characters

Load an exis Insert Unicode control character > Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate:
(® RSA () DSA () ECDSA

Mumber of bits in a generated key:

(CED25519 (O 55H-1(RSA)

Paste public key in Morpheus
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Create an SSH Key with Puttygen

SOELI2Z NI &2 dzNJ LINRA G

Desktop » SSH KEYS B B- KEYS
?  File Home Share
Type e ¢« v 4 [ > ThisPC » Desktop » SS

Name

No items match your search. ow do you want to open this file?

# Quick ac
. private
M Desktop

B Pict
I iCig
I Phd Show in Finder

Share on

& Mo
$ Scan s Defender...
I

Share

”j private - Motepad
File Edit Format View Help

B This PC
VtM15zsVq NszbHPhwp‘FglEMKhOQSXLa Dd ERSTﬁf'IENWEZE?dQEﬂPEV(HtPSEb

File narm. - ",",T ¥ 2 BaloU3K3Kdt+k07gHzgoIRIDeVR
_ — faY5+B5MXKVIhRVQYhn6QKOUg
Save as type: [ All Files (7 HicSIBVvSOXhoCy/GBBS2Tukmy
OK61LQFbdY3ygMSwaIRFQBCXK
zZYWB1cizXq9DGegnxW7jfOngh
[ SMObOEXSbK3D@weABYK HRwA S v
3/GcEnTu/12PQCFz9RcOyUc+6H Delete
BBBLG/b@kTL2I3TUZmTa0Lhwi
1QUuE+@ajgl/hz41xuYBBmlong Select All
i XK1A0GBAPGbDGc1d9hAASsqx
- usxCZepTgGGuNCVEU/RIBCRhD
>Copy private key and pastefii 2 o
pBOF9ulzyE1UZXTzcBoldU3pd Insert Unicede control character
naR@WmikKtne3qGgRRG2VolANGH
/C0qiKjVGTDGZBEKOzEHSdFHE SR
qg+1KZ+POHL6K213Z+cyD1pPE Reconversion

.
Morpheus (se&lide S
earch with Bing...
LtIViMozCMBeDjYFdbECEYAPSH
EBinIPyJWdXtquwloTro9d5peTa PCJS4UQI'~IkPITF] pxt+Dzzernb2?F 8TQQgWETE]
ouxOmx27Zs2v82HpXzhgqfO9Fp@f1V/htclnnIf/sfpE101ZYYu3R5R3z/Lh69TawX]

4 Hide Folders

Right to left Reading order
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Create an SSH Key with

Puttygen ( Cont

>Save your Private
Key on your local
Windows machine
for use in Putty
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