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Security and Account Defaults:
Creating and Using Your SSH Key 
(SSH key logins are required in DAIR)
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Web Login to the DAIR Cloud:

> https://cloud.canarie.ca/login/auth

> Use credentials emailed to you

https://cloud.canarie.ca/login/auth
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Adding your SSH key to DAIR

Instructions 
for creating a 
key follow.

Return to this 
page to add 
your key once 
created.
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How to Create an SSH Key (Mac or Linux)

1. On MacOS
ÅOpen a terminal and go to Step 3

2. On Windows 10
ÅAdd the Linux subsystem for windows 

(see https://docs.microsoft.com/en-us/windows/wsl/install-win10)

ÅInstall Ubuntu or CentOS from the app store

ÅOpen Linux command shell window from Start menu

3. On the command prompt run this command:
$ ssh - keygen - t rsa - m PEM - C òyour email addressò

ÅFollow the directions and name your Key something memorable

Å!ŘŘ ŀ ǇŀǎǎǇƘǊŀǎŜ ƛŦ ȅƻǳ ǿŀƴǘ ŀ ƳƻǊŜ ǎŜŎǳǊŜ ƪŜȅΣ Ƨǳǎǘ ŘƻƴΩǘ ŦƻǊƎŜǘ ƛǘΗ

4. ¢Ƙƛǎ ǿƛƭƭ ŎǊŜŀǘŜ н ŦƛƭŜǎΤ άbŀƳŜέόǇǊƛǾŀǘŜ ƪŜȅύ ŀƴŘ άƴŀƳŜΦǇǳōέόǇǳōƭƛŎ ƪŜȅύ

5. wǳƴ ǘƘŜ άŎŀǘέ ŎƻƳƳŀƴŘ ƻƴ ŜŀŎƘ ŦƛƭŜ ǎƻ ȅƻǳ Ŏŀƴ ŎƻǇȅ ŀƴŘ ǇŀǎǘŜ ƪŜȅǎ ƛƴǘƻ 
your key-pair fields (Step 3 on previous slide)

https://docs.microsoft.com/en-us/windows/wsl/install-win10
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How to Create an SSH Key (Win -8.x or earlier)

>5ƻǿƴƭƻŀŘ άtǳǘǘȅέ ǘƻƻƭΣ ǘƘŜ a{L ŎƻƳǇƭŜǘŜ ƛƴǎǘŀƭƭŜǊΣ ƻǊΥ

>Download putty.exeand puttygen.exe
Åhttps://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
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Create an SSH Key with Puttygen (Contõd)

On Windows 8.1 and earlier versions:

>Start PuttygenςGenerate and copy public key
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Create an SSH Key with Puttygen (Contõd)

>9ȄǇƻǊǘ ȅƻǳǊ ǇǊƛǾŀǘŜ ƪŜȅΧ

>Copy private key and paste in

Morpheus (see Slide 5)
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Create an SSH Key with Puttygen (Contõd)

>Save your Private 
Key on your local 
Windows machine 
for use in Putty


